CraBuMm OpenVPN Ha OpenWRT
IUIs1 TYHHENIBHOTO cepBruca VPNKI.ru
by XamleTT

Jano:

- 2 poyrepa. O6a c OpenWRT

- ceTb Ha Xaze 192.168.1.0

- ceTb Ha Jlaue 192.168.2.0

Hean:

- co3aarb BIIH-tynnens ¢ Jlaun Ha Xazy

3anauva:

- IIPOCTO BBOAUTH B KoMITle Xa3sl [P-anpec 1ayHOro ycTpoicTBa M NOIMAaaTh Ha 3TO YCTPOUCTBO,
He B3upas Ha Cepsole I[P ¢ o0eux cropon, NAT, Firewall u npouyto MyTb

1.

CraBUM TaKETHI:

- openvpn-openssl
- luci-app-openvpn

opkg update
opkg install openvpn-openssl
opkg install luci-app-openvpn

2.

Oo6noBsieM cTpanuity LuCi

BO BKJIaJie Services J10JKHA NOoABUThes BKiIajaka OpenVPN.

€CJIM BAPY HE MOSIBUIIACK - oTiioruHuBaemcs u3 LuCi u 3amoruauBaeMcst 3aHOBO.
€CJIM CHOBa HETY - neperys. Ecnu u nocie neperpysa HeTy, TO CM. II. |

3.

Wnem na BIIHKH, craBum rajiky openvpn Ha HacTpOIKax TyHHEJEH, ckaunBaeM (aiii .ovpn.
KakJas HOBas IOCTaBHOBKA rajky renepupyer HOBBIH (aiin, mosToMy ckaunBaeM ero oiH
pa3, WIK UCIOJIb3YEM IOCICIHUN U3 CKAYCHHBIX.

®ails1 TOT BHYPTH COCTOUT U3 Tpex yacteil. OtkpeiBaem ero kak TXT u pazdbupaem Ha yacTH.

Yacte-1 Hacrpoiiku ot BITHKHU.py

client

remote msk.vpnki.ru
port Homep-eauieco-nopma
proto udp

cipher AES-128-CBC
ns-cert-type server
key-direction 1

dev tun
auth-user-pass
explicit-exit-notify 2
reneg-sec ()



Yacte-2 Root CA Certificate:
<ca>

</ca>
Oty 4acth, <ca>u </ca> HE Hamo, momeniaeM TEKCTOBBIM PEJAKTOPOM B OTACIBHBIN (haits u
Ha3bIBaeM ero €a.crt

Yactp-3 TLS-auth Key:

<tls-auth>

----- BEGIN OpenVPN Static key V1-----

Tym scaxue cumeonvl

----- END OpenVPN Static key V1-----

</tls-auth>

Oty yactb, <tls-auth> u </tls-auth> HE nHano, momemniaem TeKCTOBBIM PeIaKTOPOM B

oTnenbHbIN (haiin u HaseiBaeM ero tlsauth.key

4,

TekcToBBIM penakTopoM co3maeM ¢aiin userpass.txt
B nepBoii cTpouke TOJIBKO JOTMH. BO BTOPO# CTPOYKE TOIBKO MApOjib HA HYXKHBI HaM TyHHEIIb.

user666
portwein777

Tpu roToBeIX ¢ailiia OTIIOKUIU B OTAEIBHYIO MAIKY.

bonbiie Hukakue Qaiinel He HykHbI! Ha Gargoyle (roBopsT, 4To..) HE Ja€T COXPAHUTH
npoduiib, Moka He npucyHensb Tyaa "Bamuansie” client.key u client.crt. Ucnone3syiite
OpenWRT, a ne Bcskue dopku tumna ["aprynsu, ['onnenOpo u npoure HeJOCOOPKH.

5.
Yepes puTTy 3axoaum Ha poyrep no SSH.

6.
YuctuM KOH(UTYpAIHIO Openvpn OT pa3HBIX sample-mpruMepoB, KOTOPbIE TaM OOJITAIOTCS.
echo > /etc/config/openvpn



7.
[IpunymsiBaem HazBanue ceoeMy OpenVPN npoduito. CkakeM 0o4eHb OpUrHHaNIbHOE: 0Vpnki

uci set openvpn.ovpnki=openvpn

uci set openvpn.ovpnki.enabled=1

uci set openvpn.ovpnki.verb=3

uci set openvpn.ovpnki.client=1

uci set openvpn.ovpnki.remote=msk.vpnki.ru

uci set openvpn.ovpnki.port= Homep-sauieco-nopma-uz-ghatiia-nacmpoex
uci set openvpn.ovpnki.proto=udp

uci set openvpn.ovpnki.cipher=AES-128-CBC

uci set openvpn.ovpnki.ns cert type=server

uci set openvpn.ovpnki.key direction=1

uci set openvpn.ovpnki.dev=tun

uci set openvpn.ovpnki.explicit_exit notify=2

uci set openvpn.ovpnki.reneg sec=0

uci set openvpn.ovpnki.ca=/etc/openvpn/ca.crt

uci set openvpn.ovpnki.tls auth=/etc/openvpn/tls.key

uci set openvpn.ovpnki.auth user pass=/etc/openvpn/userpass.txt
uci commit openvpn

MO3KHO ¥ HY’)KHO KOTIMPOBAaTh U IPUMEHSTH BECh OJIOK, & HE 110 OJTHOM CTpOUKeE.

8.

[IpoBepsiem conepkanue daiina /etc/config/openvpn

CKa)keM depe3

nano /etc/config/openvpn

(mpenBaputenpHo ycraHoBUB Ha OpenWRT penakTop nano, wiu 1mo crapuHKe 4epe3 Vi)

config openvpn 'ovpnki'
option enabled 'l"
option verb '3'
option client '1"
option remote 'msk.vpnki.ru'
option port 'Homep-sawezo-nopma'
option proto 'udp'
option cipher 'AES-128-CBC'
option ns_cert_type 'server'
option key direction 'l
option dev 'tun’
option explicit_exit notify 2
option reneg_sec '0'
option ca '/etc/openvpn/ca.crt'
option tls_auth '/etc/openvpn/tls.key’
option auth user pass '/etc/openvpn/userpass.txt'



9.

Mytum cebe openvpn unrepdeiic tunl ¢ umeHem ovpn:
uci set network.ovpn=interface

uci set network.ovpn.ifname=tun0

uci set network.ovpn.proto=none

uci set network.ovpn.auto=1

uci commit network

/etc/init.d/network reload

10.
Mytum cebe daepBoJLI 115t openvpn uHTEpdeiica:

uci set firewall.vpn=zone

uci set firewall.vpn.name=vpn

uci set firewall.vpn.network=ovpn

uci set firewall.vpn.input=ACCEPT

uci set firewall.vpn.forward=REJECT (REJECT- ecnu 103aeme vpn kax 3amery WAN)
uci set firewall.vpn.output=ACCEPT

uci set firewall.vpn.masq=1

uci set firewall.vpn forwarding lan in=forwarding
uci set firewall.vpn forwarding lan_in.src=vpn

uci set firewall.vpn_forwarding lan_in.dest=lan

uci set firewall.vpn forwarding lan out=forwarding
uci set firewall.vpn_forwarding lan out.src=lan

uci set firewall.vpn_forwarding lan out.dest=vpn
uci commit firewall

/etc/init.d/firewall reload

11.

Tpu ¢aiina, uto GbuM panee B 11. 3, 3akuabiBaeM 1o aapecy /etc/config/openvpn
Nwmena daitnos:

ca.crt
tlsauth.key

userpass.txt

D10 MOXHO caenarh uepes copruny WinSCP, o npotokosry SCP. IlomauMm, uto asis Bcex
MapuipyToB ca.crt u tlsauth.key - 310 oHu U Te ke ¢aitibl. A BOT userpass.txt pa3ublii 1is
KaXJI0ro MapuipyTa. B kaxxmom poyrepe ¢aiis userpass.txt cBoil. 1o eciu y Bac MHOTO
BITHKH-poytepos.

12.

OueBHIHO TYHHENb y Bac yxke pabotaer mno nporokosty PPTP, Ho xepoBo. (A nHaye Obl ThI B
HACTPOUKY ONICHBUIMEHKH Ha OTIEHBIIPTIIKe He noje3. © ) Temeps B HacTpoiikax PPTP
MOXHO ¢ cepBepa msk.vpnki.ru yopate ru. Beikatounts natepderic, motom restart s ovpn
untepdeiica. Jlosken 3apadorath TyHHe b ke Ha OpenVPN, uto MOXXKHO IPOBEPUTH Ha
caifte B "cocrosiHusAX TyHHenei". Takum sxe 00pa3oM MOXKHO nepexoauTh Hazal. Eciu xe
OCTaBHTH 3aIyCK aBTOMATOM i1 000uX uHTEp(dericoB, To Xopoiiero Hu4yero He oyner. [pu
JIOCTaTOYHOM CMEKaJIke MO>KHO yJalleHHO nepeHacTpoutb poyrep ¢ PPTP na OpenVPN, ne
neperpyxas ero gsm-po3eTkaMy U He BbI€3)Kasi HA MECTO €r0 YCTAHOBKH.



14.

He 3a6piBaem npo Crarnueckne Mapupyrsl B BITHKM-poyrepax.

be3 Hux cBs3u He Oyner.

B kaxom u3 ABYX poyTepoB MPONUChIBaEM MapIHIpyThl: (Ju1s Xa3a)

-k cetu 172.16.0.0. macka /16, numro3 172.16.0.1

- K cBoel ynanenHoi cetu 192.168.Cets./laua, macka /24, moo3 172.16.0.1

Ecnu BITHKH-poyTepsl NOAKITIOYEHBI K OCHOBHBIM POYyTEpaM, pa3farolliUuM UHET (TOAKII0UYEHNE
noJixHO O0b1Th N3 LAN-nopta ocHoBHoTrO poyrepa B LAN-nopt BIIHKU-poyrepa), To Tam TOXKE
HY>KHO MpONHCaTh JBAa CTATUYECKUX MpalIpyTa:

-k cetu 172.16.0.0. macka /16, nutro3 192.168.Bam Biaku.Poyrep Ha xaze

- K cBoeH ynanenHoi cetu 192.168.Cets./laua, macka /24,

nutio3 192.168.Bam. Briaku.Poyrep Ha xaze

Jljig Tex KTO He OYyIUISeT KaK M0Jib30BaThcs KOHCOJIbHBIM UCI, a npuBbik Kk web-unTepdeiicy
LuClI g noHacHMMar0 CKPUH-IIOTOB TOTO, YTO MOJIY4UIIOCH.

15.

Cxpunrsl

Tak e B cucTeMy HaJl0 BCTABUTb CKPUIITHI:

- meperpy3ka unrepderica 1mo OTCyTCTBUIO MuHTa Ha muto3 cepep BITHKU, 172..16.xx.xx

- IeperpysKa poyrepa 1o OTCyTCTBUIO IIMHIa Ha MHET, CKa)XxeM Ha ryri 8.8.8.8

- IeperpysKa poyrepa 1o meayiaepy pas3 B CyTKu

- IPONHCATh HACTPONKU JJISl TPEX CBETOAMOOB, YTOOBI ObLIO BU3YaJIbHO BUIHO:

--- cBs3b poytepa ¢ cepBepom BITHKU na , 172..16.xx.xx

--- CBSI3b BAILIETO POyTepa ¢ JPYTUM BalllUM POYTEPOM, T.€. pabouuii MOAHSTHIN TYHHEb

--- RX-TX naHHbI€ 110 TYHHEIIO, YTOO JAMO0bI KPACHBO MUTAJIM B MOMEHT OOMEHA IaHHBIMHU.

® XamleTT, 2021.02.07

Extra-read:
https://openwrt.org/docs/guide-user/services/vpn/openvpn/start

Cxpunsbl piasa LuCi-gpouepos

Metwark = Logout

OpenVPN

OpenVPN instances

Below iz a list of configured CperPN instances and their current state

Name Enabled Started Start/Stop Port Protocol

ovpnki 7 yes (1108) | stop | udp

Client configuration for an ethern ¥ | Add
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https://openwrt.org/docs/guide-user/services/vpn/openvpn/start

Logout

Overview » Instance "ovpnki™
Switch to advanced configurationis

wverb 4 v
gl et output verbosity
port
B TCPAJDP port 4 for both local and rermote
nobind

@ Do not bind to local address and port

client o
Configure client mode

Metwork = Logout

Overview » Instance "ovpnki™

« Switch to basic configuration
Configuration category: Service | Metworking | %PM | Cryptography
Service

wierh 3 v

@ Set output verhosity

mlock
& Dizahle Paging

disable_occ

Dizable aptions consistency check

passtos
@ TO3S passthrough (applies to [Pvd only)

suppress_timestamps

& Don't log timestamps

fast_io
& Optimize TURTARAIDP writes
down_pre
@ Call down cmdfscript before TURTAP close
up_restart

@ Fun upfdown scripts for all restarts

client_disconnect

@ Fun =cript cmd on client disconnection

- Additional Field -- v Add



Status =

aystem = Serdces = Metwork = Logout

Overview » Instance "ovpnki"

« Switch to basic configuration

Configuration category: Semwice | Networking | %FN | Cryptography

Networking

port

iy

@ TCRADH port # for both local and remote

float

niobind

@ Allow remote to change its [P ar port

i@ Do not bind to local address and port

ey

tun

(i tunitap dedice

ifconfiy_noexec

ifconfig_nowarn

route _noexec

route nopull

@ Don't actually execute ifcanfig

@ Don't warn on ifconfiy inconsistencies

Don't add routes automatically

o



Status -

wetem = Services = Metwork = Logout

Overview » Instance "ovpnki"

& Switch to basic configuration

Configuration category: Service | Metworking | WPHN | Cryptography

VPN

client

(@ Conggure client mode

pull

@ Accept options pushed from server

auth_user_pass

fetciopervpniuserpass. txt

@ Authenticate using username/password

explicit_exit notify

2

g =end notimcation to peer on disconnect

remote

msk.vpnkirg -

remote_random

Femote host name or ip address

@ Randomly choose remote server

proto

udp v
Use protocaol

hitp_praxy_retry

-- Additional Field -

iz Retry indefinitely on HTTF proxy errars

v Add




Status = m e 5w Met = Logout

Configuration category: Serice | Networking | VPN | Cryptography
Cryptography

cipher | AES-125-CEC
@ Encryption cipher for packets

mute_replay_warnings

@ Silence the output of replay warnings

tls_semer
(@ Enable TLS and assume server rale
tls_client
@ Enable TLS and assume client role
ca  Uploaded File {1.67 KEB) :_éfjﬂse_Fi:l_e;j Ma file chosen fetc/openvpnica.cr

@ Certificate authority

reneg_sec [

@ Renegotiate data chan. key after seconds

gingle_session

@ Allow only one session

tls_exit L
@ Exit on TLS negatiation failure

tls_auth | fetc/operwpnitlsauth key
@ Additional authentication over TLS

auth_nocache

@ Don't cache —-askpass o —-auth-user-pass passwords

ns_cert_type Server Y

Require explicit designation on cerificate

key_direction 1

@ The key direction for tls-auth’ and 'secret’ options

-- Additional Field - v Addd



Status

Systern = Services = k= Logout

WEMK LA

0PN

WA

Interfaces
VENKI Protocol: PFtF
= $;; g g ((g E:ttss)) Restart Stop
Pptp-YR Rk Error: Unknown error

Protocol: Static addres®
Uptime: 1h 39m 475

LAN MAC:
- .
Mb%rén&) RX: 161 MB (7221 Phts § o 5 =
TX: 47711 KB (2946 Pkts.)
IPvd: 192168, [ 5. 4 724
OVPH Protocol: Unmanaged
L RX: 3361 KB (401 Pkts.) Restart Connect
tunid TX: 33.82 KB (403 Pkis.)
WAN :ﬂz{tgcul: DHCP client
L o Restart Stop
e RX: 0 B ({0 Pkts.)

TX: 0B (0 Pkts)

Add new interface. ..

WA WK CER LAMN

Interfaces - OVPN

On this page you can configure the network interfaces. You can bridge several interfaces by t

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Status 2 Device: tund
R¥: 35.40 KB (455 Pkts.)
TX: 3561 KB (460 Pkts.)

Frotacal Linmanaged \

Back to Owerview



WAL WYEME R LA

Interfaces - OVPN
On this page you can configure the network interfaces. You can bridge several interfaces by

Common Configuration

Seneral Setup Advanced Settings Physical Settings Firewall Settings

Bring up on boot 0 NIOMKHO BKIJl1

Use builtin IPE-management ¥ NMOMHO BbIKIT]

Force link
@ Set interface properties regardless of the link carrier

Back to Owvervigw

WA YR R LA

Interfaces - OVPN

On this page you can configure the network interfaces. You can bridge several interfaces t

Common Configuration

General Setup Advanced Settings FPhysical Settings Firewall Settings

Bridge inteffaces [
(@ creates a bridge over specified interface(s)

Intetface 2% tunl v

Back to Overview



WAL RN PR LA

Interfaces - OVPN

On this page you can configure the netwaork interfaces. You can bridge several interfaces by ticking

Common Configuration

General Setup Advanced Settings FPhysical Settings Firewall Settings

Create f Assign firewall-zone vp_n-: -

@ Choose the firewall zone you want tolassign to this interface.
zone or fill out the create field to defije a new zone and attac

Back to Owerview

General Settings Port Forwards Traffic Rules Custorm Rules

Firewall - Zone Settings

The firewall creates zones over your netwaork interfaces to control network traffic flow.

General Settings

Enable ¥ M-flood protection L1

Drop invalid packets L1

Input accept v
Clutput accept A
Forward accept v
Zones
Hame Zone = Forwardings Input Output Forward Masquerading MSS clamping
lan e accept ¥ accept ¥ accept ¥ =) =l
wan accept v accept accept ¥ el o
vpn | = [lan_ ] accept ¥ accept v accept v IZI_ [+
Add
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